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Abstract—This study seeks to investigate how the development
of e-government services impacts on cybersecurity. The study uses
the methods of correlation and multiple regression to analyse two
sets of global data, the e-government development index of the
2015 United Nations e-government survey and the 2015 Inter-
national Telecommunication Union global cybersecurity develop-
ment index (GCI 2015). After analysing the various contextual
factors affecting e-government development , the study found
that, various composite measures of e-government development
are significantly correlated with cybersecurity development. The
therefore study contributes to the understanding of the relation-
ship between e-government and cybersecurity development. The
authors developed a model to highlight this relationship and
have validated the model using empirical data. This is expected
to provide guidance on specific dimensions of e-government
services that will stimulate the development of cybersecurity.
The study provided the basis for understanding the patterns in
cybersecurity development and has implication for policy makers
in developing trust and confidence for the adoption e-government
services.
Keywords: Cybersecurity development, E-government de-
velopment, Regression analysis, Online service index, cyber-
security policy
I. INTRODUCTION
The development of cybersecurity can be predicated by the
need to protect Information and Communication Technology
infrastructure and information objects including interests of
persons, societies or nations from risk relating, arising through
or from their interactions with cyberspace. [12]. The global
transition from the traditional economy to the digital economy
based on digital technologies and the rapid and sustained
spread of Internet dependent technologies coupled with the
impact of the broad penetration of both web 1.0 and 2.0
technologies has also resulted in opening new opportunities
for interaction between government, the economy, and people.
[8]. The evolution of these technologies has also provided the
government the platform to digitize the service delivery and
processes of governance to ensure transparency and achieve
administrative efficiency [15], in making information publicly
available [4], minimising cost and maximizing the usefulness
of government information [10] which is the main essence
of electronic government. Unfortunately, the development of
cybersecurity has not kept pace with its counterpart in e-
government despite the fact that guaranteed protection is
provide by the former. This reassures confidence in the use
of the later. One way of ensuring collaborative development
is by understanding how the different indicators that shapen
the development of e-government impact on cybersecurity
development. This study, therefore, aims to investigate how
e-government development impacts on the development of
cybersecurity. The study is further divided into the following
sections Section 2 review related works while section 3
highlights the hypothesis and the research model for the study.
Section 4 discusses the methodology, results and discussion
are presented in section 5. We present limitations and future
work in section 6 and conclusion in section 7.
II. REVIEW OF RELATED WORKS
A. E-Government and Cybersecurity Development
The World Bank defined e-government as the use by gov-
ernment agencies of Information technologies (such as wide
area network, the internet and mobile computing) that have
the ability to transform relations with the citizen, business
and other arms of the government [17]. Technologies, user
behaviour and adoption including socioeconomic issues has
often dominated researches in the field of e-government [10],
[4]. Also recently, empirical studies on cultural dimension
and influence on e-government have beginning to emerge
[18], [2]) and also multidimensional studies integrating digital
divide and national economies with e-government [2], [3].
Other studies investigated the effect of information security
policy on e-government. One of such studies conducted in
Nigeria showed that information security particular threat to
identity and privacy of information as risk to successful e-
government development [1]. [15] investigated the influence
of some global indicators such as corruption, national income,
innovation and cybersecurity on e-government. By using corre-
lation and regression analysis of worldwide readiness indexes
elicited from the United Nation Global E-government Survey
2014, corruption perception index obtained from Transparency
international and other World Bank data for 49 countries of
Sub-Saharan Africa, the study found out that all the indicators
have the positive influence on e-government development.
[15] study used sub-regional data as a total of 49 coun-
tries that were included in the sample were from the Sub-
Saharan Africa. While we acknowledge the contribution of
the study to e-government and cybersecurity literature, we
wish to clarify the difference between their study and ours.
First, our study considers e-government development as a
precursor to cybersecurity development, unlike De Wet and
Verkijika that considers e-government adoption and use which
is enhanced by adequate cybersecurity measure [6], hence e-
government becomes our independent variable. Secondly, [15]
2fail to consider the multicollinearity of the independent factors
in their analysis which we incorporated in our study to have
a better outcome of model prediction when considering the
contributing factors and thirdly, the variables we considered
in our study were elicited from the 2016 global survey of
e-government developmental factors. However, research has
shown that information security have become important influ-
ence factor for successful adoption of e-government systems
[7]. Available data from UN survey also shows the progres-
sive development of e-government services among various
nations.[16]. The development of cybersecurity in therefore
to ensure that e-government services deliver on its objective
of improving citizen access to government services [5], [9].
We, therefore, argue that cybersecurity development will be
high in countries with high e-government services.
B. ITU Global Cybersecurity Index (GCI)
The International Telecommunication union conducted and
caused to be published a research/survey on cybersecurity
development of in its member nation state. The 2015 survey
which is the first of its kind is aimed at effectively mea-
suring each nation states level compliance and commitment
to Global Cybersecurity Agenda (GCA)[5]. The development
of cybersecurity, due to its integration with nations overall
security strategy coupled with its domain of activity is often
hampered by constrain in the public sector as well as the level
of awareness amongst its citizen, ICT infrastructural develop-
ment, and the existence of the required policies, strategies and
legal frameworks which are key indicators of cybersecurity
capabilities. The GCI is a composite of the level of national
commitment to the development of cybersecurity. The index
is largely based on ITU survey of compliance to GCA of
193 member states which were conducted in 2015. The index
measures each nation states commitment to cybersecurity.
It is the weighted average of five normalise scores on five
most important dimension of cybersecurity which is critical
to measuring national cybersecurity capabilities [5]; Legal
measure, Technical measure, Organisational measure, capacity
building measure and international cooperation.
C. Explainatory Variables
1) E-government Development Index (EGDI): More than
a decade now, the United Nations Department of Economic
and Social Affairs has been conducting and publishing surveys
on e-government development of its member states. The 2016
survey is very significant in that it anchors its analysis to reflect
the potential of e-government to support the implementation
of 2030 agenda for sustainable development. The index is the
composite measure of the level of countries advancement on
the development of online service and bridging the digital
divide. According to [16], the index is a weighted average of
the normalised scores of the three most important dimensions
of e-government; the Online Service Index (OSI), the state
of the development of Telecommunication Infrastructure i.e
Telecommunication Infrastructure Index (TII). We shall exam-
ine these dimensions independently to evaluate their influence
in cybersecurity development.
2) Online Service Index (OSI): Digital technologies are
now the potent tool of government in an attempt to deliver
advanced electronic and mobile services with sole aim of
bringing in transparency and credibility in overall governance
and service delivery. It signifies the presence of networks,
e-service portals, e-participation portals as well as websites
of Ministries and Agencies of government [16]. It therefore
reasonable to suggest that as these services are migrated to
the digital space, it follows the imperative of digital protection,
hence there exist a positive correlation between online service
and cybersecurity development. We therefore argue that coun-
tries with established online services and presence will have
high cybersecurity development.
3) Telecommunication Infrastructure Index (TII): The index
is derived primarily from the 2016 E-government survey. It is a
composite indicator measuring; the number of fixed telephone
line per 100 persons, the number of mobile subscription per
hundred persons, the number of wireless broad band subscrip-
tion, and the number of fixed broad band subscription per
hundred persons [16]. The telecommunication infrastructure
is the vehicle that transport digital objects within and around
the cyberspace and therefore a potential target that deserves
adequate security. However the same infrastructure offers a
credible platform to those who take advantage of the developed
infrastructure for criminal exploitation. We therefore argue that
cybersecurity development will be high in countries with high
telecommunication infrastructural development.
4) Human Capital Index (HCI): The Human Capital Index
indicates the aggregate level of a countrys education and cost
of four components [16] namely adult literacy rate, combine
primary, secondary and tertiary gross enrolment ratio, expected
years of schooling and average year of schooling. The Data
source of the HCI is the United Nations Economic Scientific
Cultural Organisations (UNESCO). Cybercrime is technologi-
cally and skill intensive, hence a knowledge crime [19], which
will require even more knowledge to secure the society. We
therefore argue that there exist a strong positive between
Human Capital Index and Cybersecurity development, hence
cybersecurity development will be high in countries with high
human capital development.
III. HYPOTHESIS
Based on our understanding of the casual link between
the endogenous and exogenous variables arising from our
exploratory study, hypotheses were formed and a research
model aimed at investigating how e-government services
will impact on cybersecurity development was established.
Our hypotheses are formerly presented from the argument
identified from supporting and relevant literatures. We
therefore present as follows:
H1: Cybersecurity development is high in countries with high
e-government services
H1b: Provision of online services is positively associated
with cybersecurity development
H1c: The development of Telecommunication infrastructure
has a positive influence on the development of cybersecurity
H1d: Human Capital development has a positively associated
3on cybersecurity development
The hypotheses are summarised in our initial conceptual model
GCI = f(OSI, TII,HCI) (1)
GCI = (β0 + β1OSI + β2TII + β3HCI) + ξ0 (2)
IV. METHODOLOGY
We have used large global data sets to empirically test
our research model and generate findings that are likely to
have implications. Collecting primary data source to test our
hypotheses was not considered in view of time and resource
constraint. How ever primary data couldn’t have given a better
result in view of the fact that the global data sets used for
our analysis were collected from primary sources by some
of the world’s most reputable institutions and researchers
in the filed of study[3]. Our team therefore opted for the
collection of archival data compiled and held by credible and
competent international institutions such as the International
Telecommunication Union (ITU) and United Nations (UN).
The summary is presented in Table I
A. Framework for result Analysis
The study used IBM SPSS 23 for the analysis. The tool is
well suited in analysing influence factors and determining the
direction of influence using predictive models. The study also
conducted statistics such as correlation and regression anal-
ysis including multiple regression to determine how various
variables in the research contribute in predicting the outcome
of our model and the direction of the association. Equations
3-11 captures the theoretical framework for the analysis in this
research.
r =
Cxy√
CxxCyy
=
Cxx
σxσy
(3)
For set of N two dimensional data points x1, x2, x3...xN and
y1, y2, y3...yN we have;
x =
1
N
∑
i
xi (4)
y =
1
N
∑
i
yi (5)
Cxy =
1
N − 1
∑
i
(xi − x)(yi − y) (6)
Cyy = σ
2
y =
1
N − 1
∑
i
(yi − y)2 (7)
The relationship to be tested is a linear one. In this case the
outcome follows the equations as highlighted below;
yi = Axi +B, y = Ax+B (8)
Cxy =
1
N − 1
∑
i
(xi − x)(yi − y)
=
1
N − 1
∑
i
(xi − x)(Axi +B −Ax−B
=
A
N − 1
∑
i
(xi − x)2
(9)
Cxx = σ
2
x =
1
N − 1
∑
i
(xi − x)2 (10)
Cyy = σ
2
y =
A2
N − 1
∑
i
(xi − x)2 (11)
r =
Cxy√
CxxCyy
=
A
|A| = ±1 (12)
Hence if x and y are exactly linearly related, r = 1 ;
depending on whether the slope is positive or negative. In real
application, there will be a spread in the values of x and y,
in which case the correlation will be less than maximal |r| < 1.
V. RESULTS
The results show that all the explanatory variables are
significantly correlated with development cybersecurity
as shown in Table II and (11), while e-government
development demonstrates a higher significant correlation
with cybersecurity development. The positive influence of
e-government on cybersecurity development has earlier
been posited by other studies [7]. However among the
three composite measures of e-government, online service
appears to be more significantly correlated with cybersecurity
development than the others (OSI, r = .752**) followed
by Telecommunication Infrastructure (TII, r = .570**) and
Human Capital Development (HCI, r = .507**) as shown
in Table II. The strength of the correlation also suggests
that all the explanatory variables are positively associated
with cybersecurity development. All our hypotheses are
therefore supported. As the primary focus of this study
is to examine empirically how e-government impacts on
cybersecurity development, we went further and conducted
multiple regression analysis so that we could enter variable
on the basis of our theoretical understanding and the result
of our correlation statistics. We entered OSI first because it
has a stronger correlation with cybersecurity development as
indicated in Table II. We then entered other variables HCI
and TII into the second step of the model. We examined
the Variance Influence factor to address the problem of
multi-collinearity. We found that collinearity is not an issue
as none of the Variance influence factors are greater greater
5. A variance influence factor less than 5 indicates acceptable
shared variance. [20] By carrying out multiple regression
analysis we found that the three composite measure of
e-government accounted for 56.6 percent of the variation in
cybersecurity development (R squared =0.566 Table III model
2 summary). From Model 1 summary of Table III, we also
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GLOBAL DATA SOURCE
Variable Measure Data Source
Cybersecurity Development Legal GCI[5]
Organisation
Organisation
Capacity Building
International Corperation
Technical Measure
E-government Development Composite measure of UN[16]
Online Service
Telecomm Infrastructure
Human capital Development
Online Service Development Online Presence UN[16]
Telecomm. Infrastructure Fixed and mobile ITU, [16]
Wireless and Broadband
Human Capital Development Adult Literacy UNESCO in [16]
School enrolment
Year of Schooling
observed that OSI explains 56.5 percent of this variation. This
is resented in the scatter plot as shown in Fig 1 which and
indicates the goodness of fit of our model. Less than 1 percent
of the variation was explained by other variables in the model.
Based on our statistical analysis using Pearson Correlation
Matrix, all our hypotheses are sustained. However using
regression analysis to evaluate how each of the factors
contributes to the development of cybersecurity, we observed
that the development of cybersecurity is strongly predicted
by online service deployment as this explains 56.5 percent
variation in the model at p value of 0.01 as shown in Table IV
which is highly significant. We therefore refined our model
as follows;
GCI = (β0 + β1OSI+) + ξ0 (13)
and based on (13), H1c is rejected; The development of
telecommunication infrastructure has a positive influence on
the development of cybersecurity
TABLE II
CORRELATION MATRIX
Variables GCI EGDI OSI TII HCI
GCI 1 .680** .752** .570** 507**
EGDI .680** 1 .908** .936** .889**
OSI .752** .908** 1 .760** .674**
TII .570** .936** .760** 1 .808**
HCI .507** .889** .674** .808** 1
**. Correlation is significant at the 0.01 level (2-tailed).
Discussion
Our study is aimed at examining how e-government service
development could explain the level of cybersecurity develop-
ment in a country. The result shows that all the composite fac-
tors of e-government development have a positive influence on
cybersecurity development while online service alone explains
56.5 percent of the variance in cybersecurity development.
This therefore explains the reason why most countries with a
high level of development of e-government service rank very
high on cybersecurity development. Countries like Canada,
Unites States of America, United Kingdom, South Korea,
Japan and other developed countries fall into this category.[5]
Countries that intend to increase their ranking in the global
cybersecurity index as a show of commitment to the various
dimension of cybersecurity development should give priority
to online service development. Our study further suggest that
while cybersecurity development leads to increased confidence
in the adoption of e-government service, it does not necessarily
lead to e-government development. It also revealed that the
outcome of cybersecurity development is determined by how
much government organisations endorse digital technology as
exemplified in the various e-government service measures.
It is noteworthy from the results of our correlation analysis
that the contextual and composite factors of e-government
are significantly correlated with cybersecurity, however only
OSI (onlione Service Index) could significantly predict cy-
bersecurity development from our regression analysis. This
though may not be surprising as online services are gateway
to the cyberspace, what is however surprising is that TII
(Telecommunication Infrastructure Index) did not significantly
contribute to predicting cybersecurity development. One pos-
sible explanation for this is the over concentration on the
development of online service without the corresponding de-
velopment of cyber-infrastructure which has implication for
privacy and protection of digital objects.
VI. LIMITATIONS AND SUGGESTIONS FOR FUTURE WORKS
There is an apparent lack of empirical studies into the
determinants of cybersecurity development as the Global
5Fig. 1. Scatter Plot
TABLE III
MODEL SUMMARY
Model R R Sq. Adj. R Sq R Sq. Change Sg. F. Change
1 .752a .565 .562 .565 .000
2 .752b .566 .558 .001 .860
TABLE IV
COEFFICIENTS
Model Coeff B Coeff.Beta Sig. VIF
1 Constant .001
OSI .623 .752 .000 1.000
2 Constant 0.18
OSI .621 .749 .000 2.371
HCI -.050 -.045 .606 3.206
TII .043 .046 .637 3.853
Cybersecurity Index is just evolving [5]. We used global
data sets which have limitations. As some have argued that
the composite indices and score tends to be simplistic and
may over look a deeper cause of a phenomena [11]. As this
may be partly responsible for the inability of TII in our
model to predict Cybersceurity development. Furthermore,
with secondary data, it is almost impossible to detect errors
during data collection [14], which is another pitfall. Therefore
caution should be taken when making generalisation from
our findings. However, these limitations may be addressed
in future research and our model validated by using primary
data and possibly combining both qualitative and quantitative
data which may lead to further theoretical development. We
believe that the approach and arguments presented in the
study have provided a valuable starting point for further
discussion and empirical research.
VII. CONCLUSION
The goal of the global cybersecurity index (cyber wellness
profile) is to evaluate the commitment countries have to the
various dimension of cybersecurity development and in effect
provides protection and assurance to the digital environment
through legislation, technical support, capacity development,
organisation and international cooperation. This study
addresses this influence by examining how e-government
services influence the development of cybersecurity as
cybersecurity development is an emerging phenomena.
6The result suggests that the development of e-government
services drives the cybersecurity development. The study
further provides the basis for understanding the patterns
in cybersecurity development far beyond what has been
established in the ITU Global Cybersecurity survey.
The positive influence of e-government on cybersecurity
development underscores the importance of collaborative
approach towards cybersecurity development as posited in
prior studies [7],[6] This then means that the key actors, such
as the policy makers and other institutional arrangements
such the the government agencies and the academia are
critical to the outcome of cybersecurity development. This
study has implication for both policy and decision makers
in government organisations as discussed in this paper
especially in predicting a balanced investment in development
cybersecurity.
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